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Executive Summary 
 
The Antrim County Dominion Democracy Suite 5.5.12.1 Election Management 
Server (EMS) has been found to be subverted. To illustrate the subversion, a case 
study was performed on Banks Township to show the results of the manipulation of 
the project files on the EMS and how the EMS handled the errors introduced. 
 
When conducting an election with an election project file containing a shift (akin to 
the Antrim County incident) large enough to move all votes off the ballot, the EMS 
gives no error messages at all. The EMS has been programmed to suppress all error 
messages related to the shifting of indexes beyond the confines of the Banks ballot 
illustrating one of the factors indicating that the EMS has been subverted. 
 
This case study on Banks Township shows that shifting of indexes for all the races 
entirely off the ballot nullifies the cast votes and changes the status of each contest 
to an undervote. An undervote occurs when no vote is cast for the contest, or an 
insufficient number of votes for a multi-vote contest. This kind of shift of the 
indexes must result in an error at the EMS due to routine error handling in modern 
software applications.  Indeed, all modern programming languages would throw an 
exception that must be caught and handled by the programmer. In the case of the 
Antrim County EMS it does not produce any errors on the EMS because the 
exception is handled in a fashion to create an undervote and disregard the 
authentic vote. The subversion intentionally suppresses the errors that would likely 
occur in order to allow manipulation of the votes without detection. 
 
Details 
 
The Antrim County Dominion Democracy Suite Version 5.5.17 Election 
Management Server (EMS) is subverted to allow for the manipulation of votes. The 
subversion of the Antrim EMS is specific to the error handling procedures of the 
software. The software would typically show an error if the vote selections were 
shifted outside of a single contest, moreover, when all of the votes for all of the 
contests on the ballot are moved outside the indexes on that individual ballot the 
software would be expected to throw what is called an exception in software 
engineering. When an exception occurs, it must be handled by a programming 
routine that is designed for error handling (aka exception handling); if this does not 
occur, the result is typically a crash of the program, and immediate termination of 
the application. This would be very noticeable to the user as the entire program 
would stop running and it would appear to crash from the user’s perspective. 
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The Banks Township case study was designed to show what occurs on the Antrim 
County EMS when the database is manipulated to move all the votes for all contests 
outside of acceptable parameters. The indexes in the EMS database for Banks 
Township begin at the number 1 and then go to a top number of 552.  Each index 
number represents the bullet for each possible vote choice in every contest on the 
Banks Township ballot, including every single choice for write-ins as well. Figure 1 
shows the default configuration of the Antrim County EMS ChoiceManifestion 
Table that contains the vote index positions. 
    
 
Testing for the Antrim County EMS Subversion 
 
For the purposes of the Banks Township case study, the beginning index number for 
the Banks Township ballot was set to 561 and the top number in the range was set 
to 1,112.  This was accomplished by adding 560 to all the internalMachineIds (see 
Figure 1) in the ChoiceManifestiation table and then proceeding with the election. 
 
For the purposes of this case study, the Banks Township “ballot” will refer to all 
four ballot styles used in Banks Township. This is the reason there are 552 total 
vote choices due to the four different ballot styles. 
 
The result is that the indexes for every single vote choice for the Banks Township 
ballot are outside of the range of indexes expected for the Banks Township ballot. 
Figure 1 shows the MS SQL command used to add 560 to each internalMachineId 
index. See Figure 2 showing the ranges for the test. 
 
 
 

 
Figure 1 - Adding 560 to Every internalMachineId in the Antrim County EMS 

Database 
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Figure 2 Index Values in the Beginning of the ChoiceManifestion Table Before and 

After Addition of 560 to internalMachineId 

 
The fact that every single vote choice is set to be outside the anticipated range of 
vote choices values means that the software must throw an exception that would 
likely result in a critical error for the EMS system and the inability to load the 
results from that particular compact flash card.  
 
In order to show that the Antrim County EMS is subverted and that loading Banks 
Township results would not result in an EMS crash when loaded with the indexes 
entirely out of range for the ballot, a testing regime was followed where 210 ballots 
were run through the ImageCast Precinct (ICP) tabulator. See Appendix A for 
images of the ballots that were used for the test procedure. The objective of the test 
was to illustrate that the paper tapes would accurately convey the totals of the vote 
while the EMS would show undervotes for all contests, the result is the categorical 
loss of all the votes due to the subversion. All the votes on the EMS show 
undervotes. This means that for the 210 ballots cast there were 4,890 individual 
contest votes discarded by the EMS due to the subversion. Note that the 4,890 
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discarded contest votes are based on the specific vote pattern on the ballots in 
Appendix A.  
 
The fact that the Antrim County EMS does not reject the loading of the compact 
flash cards, generate any type of error, crash or otherwise indicate that there is an 
issue with the results processing shows the EMS is subverted. The error handling of 
the Antrim County EMS purposefully disregards the votes cast and labels them as 
undervotes instead of raising an error. The conclusion is that the Antrim County 
EMS has been purposefully subverted. Furthermore, the subversion of error 
handling is a primary tactic of any cyber attacker. 
 
The vote totals on the tape are illustrated in Figure 4, the paper tape is not 
impacted by the large shift from the Banks case study. The Presidential contest 
results from the EMS are found in Figure 3 and there are no votes recorded for any 
of the candidates with all the votes being discarded and recorded as undervotes. The 
entire EMS output for Banks Township election showing undervotes for all races is 
included in Appendix B. 
 

 
Figure 3 - EMS/RTR Output for Presidential Contest - All Undervotes 
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Figure 3 - Paper Tapes for Banks County - Results are Unmodified on the Tape 

 
Successful Loading of Compact Flash Cards that Should Have Been 
Rejected 
 
The expert report by Halderman dated March 26, 2021, indicated that only 4 
townships’ compact flash cards failed to load on the Antrim County EMS, see Figure 
5.  The subversion of the Antrim County EMS actually allowed twelve (12) 
additional townships compact flash cards to load successfully despite the flawed 
configuration that resulted in the shifting of votes. 
 
These additional townships would have failed to load on the EMS if not for the 
subversion in the Antrim County EMS system that allowed for the cards to load 
normally and not trigger any rejection of the cards or errors in the EMS: 
 

1. Chestonia Township 
2. Echo Township 
3. Helena Township 
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4. Star Township 
5. Custer Township 
6. Elk Rapids, AV Board 
7. Torch Lake Township 
8. Forest Home Township 
9. Milton Township, AV Board 
10. Central Lake Township 
11. Jordan Township 
12. Kearney Township 

 
The Antrim County EMS is capable of generating an error when attempting to load 
results from corrupt compact flash cards, but did not due to the subversion. An 
error from the EMS similar to this one should have been generated for corrupt data. 
Figure 4 gives an example of an error that would be expected from the EMS. In this 
case the slog.txt is loaded, meaning that there is a log entry accounting for the 
error, but no actual results are loaded into the EMS for reporting functions; 
therefore, inaccurate vote totals do not get reported if this proper error handling 
does occur. 
 

 
Figure 4 - Error Loading Compact Flash Card 
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Figure 7 - Ballot #2 for Banks Township Case Study 

Appendix A 
Ballots used for the Banks 
Township Case Study 
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Appendix B 
Antrim County EMS Results from 
Banks Township Case Study 
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